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PT-2(1) | Data Tagging X X
PT-2(2) | Automation X X

* ZX: DoD Zero Trust Overlays, June 2024
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20144 F= MBI 485 GSCP(Government Security Classifications Policy, M

Hotge M) MHZ OFFICIAL, SECRET, TOP SECRET Al 7IX| E20= E23itt 2t
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see 82 £ Al 271, ZHA 019, =A 2AM 01 & Uz Tioief H2Hdof Tt
PEDS |»

29

il

O

Y= GSCP(YR HoER HH) e

25 HO| (e o A T2 47 2Ot 2TAOHR)
Topsecrer | ioiEel HAEs 3Ee ozt e MY DS SREE 429 B2
(710110 ZFE{0|T RIZHO! Li3) it 55
shcper | =S E8UHs Bias M 21045 B, DS AR
(27t QHERt 20 423t LiaH) 479 B2 thet 25
OFFICIAL | A FEL Sadlsle ol 2By WS RI9I8, SEIHIZ, QTR HEx
(W37} gi7iL Dlofat T3H) 479 B2 thet 25
*EX: IR YAOIE gov.uk

TOP SECRET, SECRET, OFFICIALY] S22 YHE EFoll S8E= M= HE &2
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2. 0l=3, NIST RMF

NIST RMF= 0|2 AUHE BotHistE (FISMA)®S 7AE S S&6tH ZE X0

FHEEO H RIHEES UM YRS Helots Ol A8Y = Us BEF0|1 fHe At
T F0ICt NIST RMFE 75 HXI2 A XAHQ| HOtZISIE Q|6 a8tz= /jEe
ZERIAD QUTY. @M= Oj=&2t ofL 2t LT, 35, FEUE, R2L2t 5 B2 =7150] 012
7|90 2 At=9| elelitd] L YIS /Eole S HEEQ0| &t 2| X& 2 EEO=2

HOFS AL QALY

NIST RMF 7HR

Essential activities to prepare the organization to manage
security and privacy risks

Categorize the system and information processed, stored,
and transmitted based on an impact analysis

Select the set of NIST SP 800-53 controls to protect the
system based on risk assessment(s)

implement Implement the controls and decument how controls are

deployed

Assess to determine if the controls are in place, operating
as intended, and producing the desired results

Senior official makes a risk-based decision to authorize
the system (to operate)

Monitor Continuously moniter control implementation and risks
o the system

* ZX: NIST CSRC

NIST RMF= D29 MENQI Ate, fleldte], g8/t HOUER, BosA, A&
SEUHE H Bt S0 2ot MEH XES HEE 0 719 22 = FgEh

5 0|29 AYHEEH2|H(FISMA 2002)2 20023 HMAFYE#(E-Government Act)2| LEO2 MHEACD oiEf7|ate| M 2
FHEAAHO| et 7L, 2MEL FRO| 2 QTARIS HRI O 0% 2014H0] AYHEHAHASIH(FISMA 2014)22 =iy
WEEUQD AY7 || Hot Q7L Ae| Z7HS OF AL UL

[
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3. JHLHL, ITSG-33(IT Security Risk Management)

7HLACE

HLHCE SR HorgH

HeE (TSG-332
Oof T2t 2010 Y&z DY

g 27

O

LA E FAll=tet 712 710|=2tels THIUC.

FHLICE ITSG-33 ¢

Safl K=o HEEOr 9aiH| ZyUYAS HZSIL,

mjo
O
P
Q'E
I.ﬂ
Jpu
J
=
Ll
2

ITSG-332
C. 2009

-

39 7|2 E5 JHEe = 20124

Bz

[ =] _ ol
FHLC HE
2009 EH?_%ET;%' Policy on Government Security
2010 | T F K for the M tof Risk  SIEEIR| HR 2 2%
e ramework for the Management of Ris A e 2 3|
ITSG-33 221 SME T Hot giate| 3
ITSG-33 H=2 HEAAE HOF Q& &ts
2012 7t0|=2fe! ITSG-33 #=3 SotSH 7IEE0

ITSG-33 224

HOtSH Z2md

ITSG-33 ££5

00

o1

ITSG-33= fIgetz

ASLSZE L4,

OFAM IT 22F 2] AS2 o
P HOISHIS Holottl ME5HH, SIAAS(QFEAIAR Hot det2])nt

Nl %
[ot0] E2SHIE A7 = a2 SHRIT.

St
QEEAIAH =
YAASOFAM IT =t

M=o
co=

2E5S I OFRM IT 22t

F /M9l ot ASE R7IH2E HAS.

XiAHO2 DUER 2 7

[gee] AS

o= TT

H40| Hotata|R2

[N FolE EtSH T30 S

e ASL QYEAAY 22t ¢

* £X: Canadian Centre for Cyber Security
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FHLICH ITSG-33 & #z| A& =

=1
o
o
] | |
I
2 Define Monitor & Assess
H Departmental IT Performance of Identity Securty
o Security Needs & Security Controls Securnity Controls Control Uipdates
=
3 /}
E -
=
a Depanmental
2 Departmental IT Thesat 4
Security P
Control Profils i 3
1 | ] g
&
§
E

@
e
:i S Information System Security Implementation Process (ISSIP)
{1
- B Development/ Integration & Operations &
o5 posal
£s i S ] [ Acquisition Installation Maintenance iz
[ Deovelo
=5 Define IT M:_“ & iy P Integrate, Test & Operate, Monitor Securely Dispose
é" Sacurity Neads Inlormation Sysiem Install informatian & Maintain of IT Assats o
& Securnty Controls i System with Security Information Systems Ratingmint
with Sacurity with Secunty

ITSG-339] E2tSH= NIST RMF| HOtSHE 7|EIC= ot, HetSH WYL E 7=,
X|

29, &2l s 39 2A(Class)z EFot U= 0] SFOIC 7|&(Technical) A=
71

HEAIAHO] SIE, AZEQN, HAN S0A 2Ot HAHUSLZ=A i1l dalE=
HOISHIE Sttt 23 (Operational) A= QI2{0f QA A= FEAIAR 2 HX{0)

oot HOISHIS ChR 1, #E|(Management) 22iA= HEAAH | S0 2t EOENE
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Classes

4. 2%, ISM(Information Security Manual) & Essential Eight
2 ISMSE 7[Htez H& 7|2He| EEO 710|E2RIS

b

S F29 ISMBEE! I+
MZotH HHEAA, AME HE G| 352 Ho= gLt
S ISMHEHOMY ) 1A
22| (Principles)
Govern—=1 | » CISO2| AfO[H{EQI0l 25 4174 B 2|y
Govern (HHHA)
f245t AO|H ROt 251 Govern—2 | » AJAE] OHZ2(7{01M 2 HIO[E{0f T fleintz| 2=
xSE
Govern-3 | » A|AHL OHZ2/71|01 2 H|O|E{0]] CHet EOtefRle R2FF7| S XEH2E £8
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2 HOHIH &0t JH0I=2te!

7= 22| (Principles)
Identify-1 | » AJAR, OE2|AH0[4 2 H|O|E{0f LS YR ST Z2F L BASt
Identify (A _
fy (35) . > A|AHI ORZ2(A(01M ! HIO[E0f CHSt 72N, R84, 7t8d e7AR 2%
RpAb 2 Kok i2tEl | Identify-2 9l 245}
ELISERNE T
Identify-3 | » AJAE, OFE2]7|0[44 X H|O|E{0f S 2Oefad A8 2 2M3t
Protect—1 AAHL OHZ2AH01M2 Y2 ZE 3 7|2, 224, 718d QAR [E
A7, B, e
Protect-2  » A2IE SEX0| 25 AAEL O 01N S5 X X[
Protect-3  » SZHEM(Attack Surface) ZAS SIS AIAH] OHZ2|AH 0149 & L MY
Protect-4 | » A|ARL OHZ2/7014 2 HO|E{0I| CHSt QFNGHT MRIZFA THSSt e
Protect-5 | » AJAH OHZ2|7(0[M0] CHSt MAIN FOfE AlE 3 245}
Protect-6 > AM2IE 2K, OHZ (A0 X TEDE AJARIOIM A
Protect (£3) Protect-7 | » HIO|E K& I A|ARIZHOISA| S5t
HOMRIY &2l 215t
HOLER| 15 Protect-8 | » CH2 AJARIZHHOH S4I0] Chgh K0 = ZAF
Protect-9 | » OHE2/A0|4, &7 L C|O|E{0]| TiSH QMG AS7HsSH Uie]
Protect-10 | » A2 QI2TE A|AH OHZ2|A(01M 2 H|0|H F2
Protect-11 | MZ|E QRO AIAE OFZ 2/ 0|4 % C|O[E0]] CHSH Z|A(RIF 30| ELs
ol SRS Y
Protect-12 | » A|AEL OIZ2|70|4 2 HIO|E{0l| CHSH &tTI50T QS ZHA| & F2 e
Protect-13  » Q120f| TSt X[EZEQ1 AMO[HE Ot Q1A W&
Protect-14 | » A| AR e olmet ol A0 et S2|& M2 SQIE A2t Hist
Ef
Detect (EX]) Detect-1 » AJO|H{EOF A2 EXX|G17| QI8 MAIKOI OHIE 27 &% 3 2
AO|H{E Ot O HIE 0|
oistEiX| & BMS R = Al Ol5 =
Sap Al A Detect-2 | » AJO|HEQI O|HIES Salf AL1E AESLY| I8t ARl A
Respond-1 | » AJO|H{EIO ALTIO| T3 RAJHQI L 871 2 Q)= 871
Respond(THE) Bl
AO|tiot Ap cpe | Respond=2 | AO|HHEQF ALLION CHEF MAIMOI 2M, A2| 2H, 51
T O
==7 Respond—3 > AICHS, AriCIEd & AHGHSE 0 et A2 MO[HER A 128
. BAKOl 4229 =7 X/




Essential Eight2 ACSC(2F AfO|HEQMAE)7E AOIHEQF AfnZA HMato] detoz
AOHEACZ=RE HEAIE E3517| fol HeoiOF & 874K 7|2l HOIEXIS
T2 WM ZXIE ZX0HH HWH 2o ZFotl Feied o~ U= RXIS2 +HdE.

Essential Eight0il ZafE MEH20l= S22 HOMX|, 2 XK EOHHR|, HEIMEH 215,
ekt Eet mMst S8X=20# Moi, MS Office HEZ X[St 0122|704 ot='d(Hardening),

2 SO[ U

53 ACSCO| Essential Eight2| HQLEH| I

ACSC Essential Eight

Patch
Applications

Application
Control

To prevent the execution of
unapproved applications

To mitigate security
vulnerabilities within 48 hours

() Restrict
" Administrative
Privileges

/- Daily Backups

To limit powerful access to
systems

To keep critical data in record
for timely access

5% HEO| Essential Eight2 7|20l HOIZXX|0 ZHS HFT U0 NIST RMFRt 22
Q& TAYIZ E7|0l= 22|7t QUL T Essential EightOil CHRE= 871X MR H2F2 NIST

RMF 22tSA| et=0| ARt Z-et &Eg0] U
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I'

SosHl 22 ZE0IM Hi2EE =)' S HorMIA|

HZSHM(Access Control) &2 FEAMAUM F7HAIZAL = FA|) S0 H2L
7 UA=SXIE FQotl, 0| H2lot= YIS MSote 2K Z20|H. B2SH 222 7|2,
F2Y, 7tE8dS EHol| floll A0 thet M ets 2ot OIS Hfet oh=0| ARSE|D, =t
QtArelt 2E0| Met SAE dret B2YAS MHiEots Hefet B2 SH Z20] A

LA HMZEHM(MAC: Mandatory Access Control) 22 H5to| stEs Mt F2I0f| w2t
SHotH 2t ArE2 HOof 20| 2=, ASXA0A S80| IAXIH, AEXt= Ao S50
[m]

oA
r
rH
ron

HE AET I o UG Ol IR AT I SH ALz 7|2YE SAloke 20K

—

MAC(ZHIE HREN) 223} DAC(RISIE HIEH) 2% B

Object\ Documentl  Document 2 Document 3

User A Read Print Write

User C Write Print =

MAC (Mandatory Access Control) DAC (Discretionary Access Control)
% @St B 4000 wet 2R MR ARAH HRHS 2
RIS e ARk e E ot abel 2 B “2SxjE AHE O AfziolA Si12l 7ks
- ool e o< 521 n g e v o g Bl E
- HRIRIER| AR R0 2R) Son T2 B ' ey =
“FHARETH 3 A0 ARt Ea e W 87} b b ke

= BRI oM HIo|E RS U BRRISHE oI5| AHE

oo
1o

X HZSX(DAC: Discretionary Access Control) Z&2 Xt AQKALZt XHOf| CHEt

= Z2Yoks YACE RAUGI AEAL HAYE MSEIT 0 Y42 AERE, YA
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o524 SO 2EMAMOIAM 7= S Z2= AFZE

Doctor(@JAH= Medicine Record(RI27|2)0| Read(&7]) 2 Write(M7]) EEHS ZEX|Bt,

Nurse(ZtSAh= Read(Ql7|) Hetot ZH=LCt.

1>

A7 MZEXI(ABAC: Attribute-Based Access Control) BH2 AJZH AJAEI Q3 A4
9| £4(Attribute)S 7|HIQE FIHES AT, CHUsh 2 MES BrHSI MEst

SHI7H 7FSoH.

™ on
rd

S S0, ta 28 20] Time(MZ)E 2= HFoH Employee(ZHAE)E 2H

=2 O
OAIREl 2% AKX HAREE ABY & AW HR(QUAMFE R A2 H<Feio] AREHE

RBAC(SIZ17 |8t HIER) U ABAC(EA|H HAEH) 2 |

Objecty m:ﬂf:un N::::::e aepcinixsn Subiss At!nﬂr:':e: Omcgzjg:;uter O:I]I:sm
Doctor Read write | Read ‘Write | Read Wiite HR 24/7 Access Access
Nurse Read Wiite | Read Read Team lead |9 am-5 pm Access Access
Receptionist Read Write | - Read Write Employee 9 amn-5 prn Access Mo access

l .

RBAC (Role-based Access Control) ABAC (Attribute-based Access Control)

= AM2Xle| it 7|gto = MU0 = S-S (Attribute) 3} FE4| 24| 2 2of) Bret o] w2t W2 AE
- A2 E}e] fEHrole) Ol - 5§82 % E(ole), THY, AlIZL AR, B4 58 X

- 2t Hghof| =g = o= Xiiof Cist At B
- AP EXRH= SiLE Ol o] HEE 7HE = UE

271 Y HOHPAIN'SF)= 712802 MACIMA H2EH) 22 223t HasHo ¥zs
IIRILE, MAC JHE0IAS 5125IX| o= A= o] S2O0IS)0| oAl EX3H 44(QTEs 450
HOIHME ME)S &= AR0= MEX QR 51&0t! Tt

m2te, 271 & LA (N’SF)= MACQ] 71U ZA| 2

S0 OE ZHAN BZSHet
ABACS| £-d(Attribute)oi| 7|2t5H EH0| ZetE HSH 2= 2 4= Ut
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HOMDls&E 8

ABAC
(Attribute-Based Access
Control)

BAS

DAC

High Water Mark

MAC

N’SF
(National Network
Security Framework)

RBAC
(Role-Based Access
Control)

JIH E22F JI0IEEfR!

» &Y 7H EZ M 222, S8 YEAEAY £4, YR FE, /X E)E
AE5t0 E M| ZHe2|ot=s 2o 2

» HIE S0, MEAPE Eolals 2lar9| fIX|L ABAPT B&dk= 717 89
90| et FE oi8otAH AR 7ts

v

Breach and Attack Simulation@ 2 EX& Z247|H0|Lt 22 A|LI2|RE K=

A|AE

S

v

| RSN 2US X{2I0 AR} KIRION Of
RELHNBR HAIE NS

EQX QUA A £0

YA 7|

= YI2SH 222 A8

v

High Water Markes =917t 71 0] 4
So| BRO| AR &/ S

K SO0 HEAIAHO| BTYH HOt HsHImpact)S B7K O Hotoj
S DIxl= Of2] 71X 240 712y, 24, 7188 8) S0M 7t =2

27| YBUT S Y YHAAHO| DO BT QIS Y

v

v

211 FIPS Publication 199, Standards for Security Categorization of
Federal Information and Information Systems, 2004, NIST 2 Wikipedia

- S 2T 22 Apiol SYS A RE 012 Aroint 2 K
2Ot 20| £O{E/T, ALRRI0Z SS0| IHHXIH, ALBXH= Xidlol S30 He
X242t B3 7k

- I 245t HASH| WACR 7|23 SAlSHs 2OIR, Y2712 S)IM 52
g

YR FRE0) D2 C/S/0 BASZOR2 2RI AISEHLl BOISHS Kok
ENEELNERES

> Q{3175 HREH DS AZXIS| G2(Role)S 7HOR2 HRHES MOl
HEAl
o

» NS S 20 BYED, 2 Q32 TR HRUFS 7Y

- FETEO} KS0] T2} RIS RO 4 S
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- 7IBH(ER) R2L0) TSt SIRGE AfOlB9IE =

HOtSH =3

HOMER| 7|Z=M(Baseline)d| TH
74 AN S HAE Ttote A

v

g, o2 552

v

(Tailoring)
HOLEH| 7|=M
(Baseline)

v

HOLE N T2md
(Profile)

HOLEH|
(Security Control)

O2MHA

2t 7= MEE HOrsH 2=S0 ol 8,

7| 20| &gl NNSF HEA =, 22t AR), HotSK|

XEIE S0 g
I0JE] & AIAIO) TSt BOIST) T2 712 HOISH S22 Heisl| 23t
71E

38 Mol 2

2 2 MH|AO| CHEH HOLSX| o= ME0]| 2het MR AR

LAIZ % Qs EOIHMOR 7|&X,

0

QIzi2 MG £ TKs3t 4F0=

Hely, 2 Ho1sH S22 7=

v

10| » HOLER| 5H20| ZA0| L5t MIEX|E 2 HOLEN| B2 0| 7150)| 2H5t
(Overlay) MIEAEH(Parameter)2 X|&5t 24
» MIZEAE(Zero Trust), 35YE 2HSupply Chain Security),
[=3(Resilience) S0l &t HOILIME SHAHOE MEol1IA ol= HO=SHE
7HX|T UCHH, QH20|(Overlay)2 H25610] EOtEX| &= MEH XX 75
WHOA 2A0| SHE of= WakdE B Vs
A » LISt e F0| 230 HOITHAMS R8(5H0 7| 2HER)0)| 7|aX 29
(Risk) &2 Y= IIXl= SH
= » 7| 2HEE)O LSt YRR U TH5H0] U A9, HIfOIXQl Ol Fi=
(Threat) SiAL
fAAOIA » ST GFEE U FEAARO] et 22 A, AR S
(Use Case)
HZEHAE » “Never Trust, Always Verify” Z2stO 2 QIEH|A A3t 00|22 M|I1HE|0|E
ATEQ0] FO| B 52| 371X el HES Mget Hotn

(Zero Trust)
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*ABAC  Attribute—Based Access Control

+ACSC  Australian Cyber Security Centre (%)

* BAS Breach and Attack Simulation

*BRM  Business Reference Model (7|s2FAA)

- CTI Cyber Threat Intelligence (AFO|HRIOIEIZ|FA)

- DAC Discretionary Access Control

* DREAD Damage, Reproducibility, Exploitability, Affected Users, Discoverability
* FISMA  Federal Information System Modernization Act (O|=)

*GSCP  Government Security Classification Policy (&=)

< ISM Information Security Manual (&%)

*ISMS  Information Security Management System

- MAC Mandatory Access Control

* NIST National Institute of Standards and Technology (0|=2)

*NNSF  National Network Security Framework (=7} & £2Fx|A|)

< OECD  Organization for Economic Cooperation and Development (ZXIE2Zi7Ht7|72)
* OWASP The Open Worldwide Application Security Project

*RBAC  Role-based Access Control

* RMF Risk Management Framework (&l2z2] Z23)

» STIX Structured Threat Information eXpression

+ STRIDE  Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of
Privilege

* TAXII Trusted Automated eXchange of Intelligence Information

*TTP Tactics, Techniques and Procedures
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